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1. OBIIUE ITOJOXEHUSA

1.1. TTonoxxenue o 3amuTe nmepcoHanbHbIX JaHHBIX OO0 «ABromkona 76» (nanee — Opranusamnus) pa3padoTaHo B
cootBeTcTBUM ¢ DenepanbHbiM 3ak0HOM OT 27.07.2006 Ne 152-D3 u uHBIMM HOPMATUBHO-NIPABOBBIMU aKTAMH B
00JIaCTH 3alIUTHI IEPCOHATBLHBIX JAHHBIX, IEHCTBYIOIIMMH Ha TeppuTopun Poccun.

1.2. Uens Hacrosero [lonoxkeHnus — 3amura nepcoHaNbHBIX JaHHBIX CYOBEKTOB MepcoHaIbHBIX TaHHBIX B OO0
«ABTOI1IKOJIA 76» OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA U pa3viallieHus1, IPEAOTBPAIllEHUE U BbISBICHUE HapYLICHUM
3aKoHoJarenscTBa PO, ycTrpaHeHue ocieICTBUN TaKUX HApYILLICHUH.

1.3. B nensax Hacrosiero [onoxenus:

® 110/ MepCOHANBHBIMU JaHHBIMU (nanee — [1]]) monumaetcs mro6as nHdopMars, IpsMo KUK KOCBEHHO
OTHOCSIIAsICS K CYOBEKTY MEPCOHATBHBIX TAHHBIX;

e 101 yrpo3amu Oe3omacHocty I1]] moHUMaeTcsi COBOKYITHOCTD YCIOBUN M (PaKTOPOB, CO3AIOMINX OMACHOCTb
HECaHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4allHOTO, JOCTYIAa K MEPCOHATBHBIM JaHHBIM, PE3yJIbTaTOM
KOTOPOTO MOTYT CTaTh YHUUYTOXKEHNE, U3MEHEHHE, OJIOKMPOBAaHUE, KONUPOBAHUE, IPEIOCTABICHHE,
pacrnpocTpaHeHHEe EPCOHANBHBIX JaHHBIX, & TAK)KE MHBIC HETIPAaBOMEPHBIE AEHCTBH MPU MX 00paboTKe B
UH(POPMAIIMOHHOW CUCTEME TEPCOHANBHBIX TaHHBIX;

® 110/ ypoBHEM 3amuiieHHocTy [1]] moHnMaeTcs KOMIJIEKCHBIN MOKa3aTelb, XapaKTepu3youi TpeboBaHus,
HCIIOJTHEHHE KOTOPBIX 00eCreunBaeT HEUTPAIU3aLuIo ONpeesIeHHBIX Yyrpo3 6e3onacHoctu 1] mpu nx
00paboTke B MH(POPMALIMOHHON CUCTEME.

1.4. Hacrosiiee Ilonoxenue u nameHeHus K Hemy yTBepxaatorcs gupekropom OOO «ABrouikona 76» 1 BBOASTCS
npuka3zoM. Bece CyObeKThl JOMKHBI ObITh 03HAKOMIIEHBI O] TIOAMKCH ¢ AaHHBIM [lonokeHneM u M3MEHEHUSIMH K
HEMY.

2. 3AIIIUTA MEPCOHAJIBHBIN JIAHHBIX

2.1. Opranusanus NpUHUMAET cleayroue Mepsl o 3amure T1/1:

2.1.1. HaznaueHue nuiia, OTBETCTBEHHOTO 32 00paboTky I1/], koTopoe ocyiecTBiusier opranuzaiuto oopadorku 1],
o0Oy4eHHe U WHCTPYKTaX, BHYTPSHHHUI KOHTPOJb 3a coomoaeaneM CyOobekTamu TpedoBannii k 3amute [1/].

2.1.2. Pa3paboTka MOJUTUKH B OTHOLIEHUH 00paboTku T1/].

2.1.3. YcranoBnenue npasui gocryna k [1/], obecnieuenue perucrpanuu 1 yueTa Bcex IeHCTBUM, COBEPILIAEMBbIX C
I11.

2.1.4. YcraHOBIIEHHE WHANBHIYATBHBIX IAPOJIEH JOCTyTa COTPYAHUKOB B MH(POPMALIMOHHYIO CUCTEMY B
COOTBETCTBHUH C UX MPOU3BOJCTBEHHBIMU 00S3aHHOCTSIMHU.

2.1.5. IIpuMeHeHre NpoIeIINX B YCTAHOBIEHHOM IOPSJIKE IPOLEAYDP OLIEHKH COOTBETCTBUSI CPE/ICTB 3alLlUTHI
nHpopmaIuu.

2.1.6. CepTudunupoBaHHOE aHTUBUPYCHOE MTPOrPAMMHOE 00SCIICUCHUE C PETYISPHO OOHOBIIIEMBIMU Oa3aMH.
2.1.7. Cobnronenue yciaoBuii, o0ecrnednBaromux coxpaaHocts [1/] u nckmodaromumx

HECAHKIMOHUPOBAHHBIA K HUM JOCTYTI.

2.1.8. O6napyxeHnue GpakToB HECAaHKIIMOHUPOBAHHOTO fHoctyna K [1/].

2.1.9. Boccranosnenue [1/], MomudumpoBaHHBIX WM YHHYTOKEHHBIX BCIICICTBHE

HECaHKIIMOHUPOBAHHOTO JJOCTYIA K HUM.

2.1.10. OGyuyeHue pabOTHUKOB, HETIOCPEACTBEHHO OCYIIECTRIsIoNMX 00padboTky I1/], monoxeHusm
3akoHoAarenbcTBa PO 0 mepcoHanbHBIX TaHHBIX, B TOM YUCIE TPEOOBAaHUAM K 3alUTE MEPCOHATBHBIX TAHHBIX,
JOKyMEHTaM, OTPEeICISIFOIINM MOMMTHKY PaboTonarens B otHomennu o0padotku [1/1, TokanbHBIM akTam 1o
BOIpocaM 00pabOTKH MEePCOHANBHBIX JaHHbBIX.

2.1.11. OcyiecTBiieHHE BHYTPEHHETO KOHTPOJIS U ayduTa.

2.1.12. Onpenenenue tumna yrpo3 6€30MacHOCTH M YpOBHEH 3amnuiieHHocTH [1]], koTopbie XpaHsaTcs B
MH(OPMAILIMOHHBIX CUCTEMAX.

2.2. Yrpo3bl 3a1IUIIEHHOCTH NEPCOHATBHBIX TaHHBIX.

2.2.1. Yrpo3sl epBoOro THIa. B cucTeMHOM MporpaMMHOM oOecTieueHIH HH(OPMALIMOHHOW CUCTEMBI €CTh
(GYHKIOHATBHBIE BO3MOXXHOCTH MPOTPAaMMHOTO 00eCTedeH I, KOTOphIE HE YKa3aHbl B OMMUCAHUH K HEMY JIH0O

HE OTBEYAIOT XapaKTEPUCTUKAM, KOTOPBIE 3asiBUJI TPOU3BOAUTEND. M 3TO MOTEHLIMAIBLHO MOYKET IPUBECTU

K HEIIPaBOMEPHOMY HCIIOJIb30BAaHUIO IEPCOHAIBHBIX JTaHHBIX.

2.2.2. Yrpo3ssl Broporo tuna. [loTeHnuanbpabie MpooaeMbl ¢ MPUKIIAIHBIM TPOTPAMMHBIM 00ecrieueHneM —
BHEUTHUMH MPOTrpaMMaMH, KOTOPbIE YCTAHOBJIEHBI HA KOMIIBIOTEPAaX PaOOTHUKOB.

2.2.3. Yrpo3sl TpeThero Tuna. IloTeHnnanbHOi 0MacHOCTH HU OT CUCTEMHOTO, HM OT IPOTPaMMHOTO 00€CTICUeHHUS
HeT.

2.3. YpoBHM 3aIUIIEHHOCTH IEPCOHAIBHBIX JAHHBIX.

2.3.1. TlepBolii ypoBeHb 3amuiieHHOCTH. Eciu paboTtomarens oTHeC HHPOPMAIIMOHHYIO CUCTEMY K ITEPBOMY THITY
YTPO3bI MJTM €CIIM TUT YTPO3bl BTOPOii, HO paboTomaTens oOpadarTsiBaeT crienuanbabie kareropuu [1/] 6onee 100 Thic.
¢dbuznveckux aui 06e3 yuera pabOTHUKOB.



2.3.2. Bropoii ypoBeHb 3anuineHHocTd. Eciau Tum yrpo3sl BTOpoi 1 paboToaarensh 00padaThIBaeT crienraibHbie
kareropuu [/l paGoTHHKOB BHE 3aBUCUMOCTH OT MX KOJIMUECTBA WU ClielnaibHble Kateropun 1] Menee uem
100 TeIC. hm3nueckux nuil, uiu Jroosie apyrue kareropuu [1/] 6onee ywem 100 ThIC. pU3NYECKUX TUL, UITU TIPU
TPETHEM THIIE YTPO3bl pabOTOAATENF 00pabaThIBaeT CrieaIbHBIC KaTeropuu naHHbX 6onee ueM 100 ThIC.
(hUBUYECKUX JIMII.
2.3.3. TpeTwii ypoBeHb 3alUIEHHOCTH. ECIH Tpyu BTOpOM THIIE YTPO3bI paboToareh 00padareiBacT 00IIme
I1/1 pabotHukoB uiau menee yem 100 ThIc. PU3NYECKUX UL, UITU IPU TPEThEM THUIIE YIPO3bl paboTOAATEND
oOpabarsiBaeT crienuanbHbie Kareropuu 11]] paboTankoB nian MmeHee yem 100 Thic. GU3NUECKUX JIUI, WK TIPU
TPEThEM THUIIE YTPO3bl paboTonarens oOpadarsiBaeT Ouomerpudeckue I1]1, nnu npu TpeTbem THIe yrpossl
pabotomarens oopadareiBaet obmue [1]] 6onee yem 100 Thic. PHU3HUSCKUX JIHII.
2.3.4. YeTBepThlil ypoBeHb 3alulieHHOCTH. Eciu npu TpeTbem THre yrpo3sl padboronarens o0padbaThiBaeT TOIBKO
obmue [1/] paboraukoB wiu meree yem 100 Thic. GU3HYSCKUX JIHIL.
2.4. Ilpu 4eTBEpTOM YPOBHE 3allIMIIIEHHOCTH MIEPCOHANIBHBIX JAaHHBIX Pab0TOAATENb:

e o0ecrmeunBaeT peKUM O€30MaCHOCTH MOMEILEHUH, B KOTOPBIX pa3MerniaeTe HHPOPMAIMOHHYIO CUCTEMY;
o0ecreyrBaeT COXpaHHOCTh HOCHTENNEeH HH(POPMAIHH;
YTBEp)KJaeT NepedyeHb pabOTHUKOB, JONYIIeHHbIX 10 [1/];
UCIOJIB3YET CPECTBA 3alIUThI MH(POPMALIUK, KOTOPbIE IPOIIIN OLIEHKY COOTBETCTBHS TPEOOBAHUAM 3aKOHA
B obnacTu obecriedyeHus: 6e30MacHOCTH HH(POpPMALIUH.
2.5. Ilpu TpetbeM ypoBHE 3amuiieHHOCTH [1]] 1omoTHUTENbHO K MEpaM, MEPEYUCIEHHBIM B MyHKTE 2.4 HACTOSIIIETO
[Tonoxenus, paboroaarenb Ha3HAYaeT OTBETCTBEHHOTO 3a obecnedenne Oezonacuoctu [1/] B muHpOpMarmonHoi
CUCTEME.
2.6. IIpu BTOpOM ypoBHE 3amuuieHHocTH [T/ 1ononHuTenbHO K Mepam, IEPEUUCIIEHHBIM B IIyHKTax 2.4,
2.5 nacrosiiero [TonoxeHust, paboTomarens OrpaHUIMBAET JOCTYI K AJIEKTPOHHOMY JKypHATY COOOIIECHUH,
3a UCKIIFOYCHHEM PabOTHHUKOB, KOTOPBIM TaKue CBEACHUS HEOOXOIUMBI it pabOTHI.
2.7. Ilpu nepBoM ypoBHE 3aluIeHHOCTH [1/] 1onmoMIHUTENBHO K MEpaM, IEPEUUCICHHBIM
B IyHKTax 2.4—2.6 Hacrosiero [Tonoxenus, paboronarenb:

e o0ecre4nBaeT aBTOMaTUYECKYIO PETUCTPALIMIO B AIEKTPOHHOM KypHalie 6€30MacHOCTH U3MEHEHUS

MOJTHOMOYHWH pabOTHUKOB 10 JomycKy K [1/] B cucreme;
® CO3/IaeT OT/IeN, OTBETCTBEHHBIH 3a 6e30nmacHocTh [1/] B cucteme, TnbO0 Bo3nmaraeT Takylo 00s3aHHOCTb
Ha OJIMH U3 CYIIECTBYIOIIMX OTAENIOB paboToaaress.

2.8. B nensax 3amuTs! [1]] Ha GyMa)KHBIX HOCUTENSIX pabOTONATENb:

® [IpHUKAa30M Ha3Ha4yaeT OTBETCTBEHHOTO 3a 00paboTky I1/];

® OrpaHMYMBAET JIOMYCK B MIOMEILEHUS, T/I€ XPaHATCSA JOKYMEHTHI, KoTopble cofepxar [1/] paGoTHuKOB;

® XpaHHUT NOKYMeHTHI, cofepxaruie [1/] paboTHuKOB B mKadax, 3amuparoInxcs Ha K04,

® XpaHUT TPYAOBbIE KHIKKU paOOTHUKOB B celihe B oTaene KaapoB.
2.9. B nensx obecrieueHus1 KOHPHUICHIIMATBLHOCTH TIOKYMEHTHI, cofepskamtue [1/] paborHukoB, oopmirstorces,
BEIYTCS U XPAHATCS TOJNBKO paOOTHUKAMU OTAeINa KaApOB, OyXTalnTepuu U CIIy>KObl OXpaHbI Tpyaa paboTonaTens.
2.10. PaGoTHuKHM OoTaENa KaApOB, OyXraJITepHH U CIIyKObl 0OXpaHbl Tpyaa padoToaares, fomyuieHabie K [1]]
PpabOTHHUKOB, OAMKUCHIBAIOT 00S3aTENIbCTBA O HEPA3MIAllIEHUH MEPCOHANFHBIX JaHHBIX. B MPOTUBHOM cily4ae 110
00pabotku [1]] paOOTHHKOB HE TOTTYCKAIOTCS.
2.11. Jomyck k nokymeHnTtam, cogepxaium [1/] paGoTHUKOB, BHYTpU OpraHU3aI[MH OCYIIECTBISETCS HA OCHOBaHHUH
Pernamenra gomycka paOOTHHKOB K 00pabOTKe MEPCOHATIBHBIX JaHHBIX.
2.12. Ilepenaua I1]] mo 3ampocam TpeThUX JIUII, €CIIM TaKas Nepeaaya npsMo He MPelyCMOTPEeHa 3aKOHOaTeTbCTBOM
P®, nomyckaeTcsi HCKITIOUUTENFHO € comIacus paboTHHKA Ha 00pabOTKy €ro MepCOHANBHBIX TaHHBIX B YaCTH HX
MIPEIOCTABICHUS WIH COTNIACHs HA paclpOCTpaHEHHE MePCOHATBHBIX TAHHBIX.
2.13. Ilepenaua uapopmanmu, coaepxaieit ceenerus o I1]] paboTHHKoB, 110 TeePOHY B CBSI3U C HEBO3MOXKHOCTBIO
UACHTU(PHUKAIINY JTUIA, 3alPAIIUBAIOIIEro HHPOPMAIIHIO, 3apeiaeTcs.

3. TAPAHTUSA KOHOUJAEHINAJIBHOCTH I

3.1. Bce pabOTHHMKH OpraHM3alny, OCylIecTRIstomue 00padboTky 1/, 00s13aHbI XpaHUTh TallHY O CBEACHUSX,
conepkamux I11, B coorBeTcTBHHM ¢ [TonoxeHnem, TpeboBaHUAMHE 3aKOHOAATENbCTBA PD.

3.2. PaboTHuK BripaBe TpeOOBATh MOJHYIO WH(POPMALIUIO O CBOUX MEPCOHANBHBIX TaHHBIX, 00 UX 00paboTke,
UCIOJIb30BaHUM U XPAHEHUH.

3.3. JIutia, BUHOBHBIE B HApYIIEHUH HOPM, PETYIHPYIOLINX MOIydeHue, 00padoTky u 3amuty [1/] paboTHUKOB, HECyT
JIUCLUUIUIMHAPHYIO, aAMUHUCTPATUBHYIO, IPaX1aHCKO-TIPAaBOBYIO UJIM YTOJOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUU
C 3aKOHO/IaTENILCTBOM.



